HEJATOTAM
OB UH®OPMAILIMOHHOI BE3ONACHOCTH

Korna peus 3axoauT 00 nHGOpMaIIMOHHOM 6€30MaCHOCTH, 0OBIYHO Mbl HAUMHAEM AYMaTh O
KOMITBIOTEPAX, CETSAX, MHTEpHETE U Xakepax. Ho ams oOpazoBaTeabHOM cpenibl mpodiieMa CTOUT
HIMpe: B OTPAKICHUH y4allerocsi oT HHGopMalluu, KOTopasi MOXKeT HeraTUBHO MOBJIMATH Ha €T
dbopMUPOBaHKE U Pa3BUTHE, TO €CTh O MPOMATaH/Ie Pa3INIHON HATIPABICHHOCTH.

IHonsiTe MH(GOPMANIHOHHOI 0€30MIACHOCTH

[Tox nHGOPMAIIMOHHON 6€30TaCHOCTHIO TOHUMAETCS 3aIUIIEHHOCTh HH(OPMAIIMOHHON
CHUCTEMBI OT CIy4ailHOTO WJIU MPeIHaMEPEHHOTO BMEIIATEIbCTBA, HAHOCSIIETO yIepo
BJIQJICTIbIIAM HJTU TIOJIb30BATEIISIM WH(OPMAIIUH.

Ha npakTuke Ba)KHEHIIMMHE SBISIOTCS TPH acleKTa WH(POPMAIIMOHHON 0€301MacHOCTH:
e JIOCTYITHOCTH (BO3MOKHOCTB 32 pa3yMHOE BpEMsI IOIY4UTh TPEOyeMyro
UH(POPMALIMOHHYIO YCIIYTY);
e IIEJIOCTHOCTH (QKTYaJIbHOCTh U HEIIPOTHBOPEUUBOCTh HHPOPMAIIHH, €€
3alIUIIEHHOCTH OT Pa3pyIIEeHHUs 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHN);
e KOH(UACHIMATBHOCTH (3AIIUTA OT HECAHKIIMOHUPOBAHHOTO IIPOYTEHHS).

Hapymienust 1ocTymHOCTH, IIETOCTHOCTH U KOH(UICHIINATBHOCTH HH(OPMALIUK MOTYT OBITh
BBI3BaHbI PA3TUYHBIMU OMACHBIMU BO3JICHCTBUSMHU Ha HH()OPMALIMOHHBIE KOMIBIOTEPHBIE
CHUCTEMBI.

OcHoBHbIE Yyrpo3bl HHGPOPMAIHOHHOM 0€30MaCHOCTH

CoBpemenHast UH(pOpPMALIMOHHAS CHCTEMa IPECTaBIISIET CO00M CIOKHYIO CHCTEMY, COCTOSLIYIO
13 OOJIBIIIOTO YHCIIa KOMITIOHEHTOB PA3IMYHOM CTEIIEHH aBTOHOMHOCTH, KOTOPBIC CBS3aHbI
MeX1y cOO0M U OOMEHUBAIOTCS JaHHBIMU. [IpakTHYeCcKH KaXIblii KOMIIOHEHT MOYKET
MOJBEPTHYTHCA BHEITHEMY BO3JECHCTBUIO WM BBINTH U3 CTPOs. KOMITOHEHTHI
ABTOMATHU3UPOBAHHON HWH(OPMAIIMOHHON CUCTEMBI MOYKHO Pa30UTh Ha CIIEIYIOIINE TPYIIIbL:
Annapammnule cpedcmea. IT0 KOMIBIOTEPHI U UX COCTaBHBIC YaCTH (TIPOIIECCOPHI, MOHUTOPHI,
TEePMHHAIBI, Iepu(epruitHbIe YCTPOMCTBA — MPUHTEPHI, KOHTPOJUIEPHI, KaOEIH, TMHUU CBS3H U
T.J1.);

Ilpozpammnoe obecneuenue. 310 mpuoOPETEHHBIE TPOTPAMMBI, HCXO/IHbIE, 0OBEKTHEIE,
3arpy304HbIC MOIYJIH; OTIEPAIIMOHHBIE CUCTEMBI i CHCTEMHBIE ITPOTPaMMBbI (KOMITHJISITOPHI,
KOMIIOHOBIIIUKY U JIP.), YTUIUTHI, THaTHOCTUYECKHE TPOTPAMMBI H T.1.;

/lannvie, XpaHUMbIE BPEMEHHO U TIOCTOSIHHO, Ha IUCKaX, (UIdIIKAX, TIEYaTHBIC, APXUBBHI,
CHUCTEMHBIE )KypHaJIbl U T.1.;

Ilepconan. Ilonw3oBarenu, CACTEMHBIE aIMUHUCTPATOPHI, TPOTPAMMHUCTHI U JIp.

OrnacHble BO3/IEHCTBHS HA KOMIIBIOTEPHYIO HH(DOPMAITMOHHYIO CUCTEMY MOYKHO TIOJIpa3/IeIUTh
Ha CITy4alHbIC U MpeHaMEpEHHBIC. AHAIIN3 OMBITa MPOEKTUPOBAHUS, U3TOTOBJICHUS U
DKCIUTyaTaIli MHPOPMAIIMOHHBIX CHCTEM MOKA3bIBAET, YTO WH(GOPMAIIUs TTOIBEPTaeTCs
Pa3JIMYHBIM CIIy4YallHBIM BO3JICHCTBUSAM Ha BCEX ATalax MUKIA )KU3HU cUCTEMBI. [ [pununnammu
CIIy4aifHBIX BO3/IEHCTBUH MPHU IKCIUTYaTaIliH MOTYT OBITh:

e aBapHWIHBIC CUTYAIIUU W3-3a CTUXUHHBIX OCICTBUI M OTKIIFOUCHHUH dJIEKTPOTTUTAHUS;

e OTKa3bl U COOM ammaparypsl;

e OMMUOKH B MPOTPaMMHOM OOECTICUCHHH;

e OmUOKH B paboTe NepcoHana;

e TIOMEXH B JIMHUSAX CBSI3U U3-3a BO3/ICHCTBUI BHEIIHEWU CPEIBI.

IIpennamepeHHbIE BO3IEUCTBUS — 3TO LEIEHANPABIICHHBIE ACCTBUS HapymnTens. B kauectse
HapyIIUTENS MOTYT BBICTYIIATh CIIYKAlllUN, IOCETUTEINb, KOHKYPEHT, HAEMHUK. JleliCcTBYS
HapyILIUTENS MOTYT OBITh OOYCIIOBJIEHBI Pa3HBIMU MOTHBAMU:

e HEJOBOJBCTBOM CIIYXKAIIEro CBOEU Kapbepoil;



e  B3STKOI;

e JIIOOOMBITCTBOM;

e KOHKYpPEHTHOH 00phOOii;

e CTpPEMIICHHEM CaMOYTBEPIUTHLCS JIFOOOH IICHOM.

MO’KHO COCTaBUTh TUIIOTETHYECKYIO MOJIEIb TOTCHI[HATEHOTO HAPYIIUTEIIS:
e  KBaNM(UKAIM HAPYIIUTEIS Ha YPOBHE Pa3pabOTUMKa JAHHOW CUCTEMBI,
e HapyLIUTEJEM MOXKET OBITh KaK IIOCTOPOHHEE JIUIIO, TAK ¥ 3aKOHHBIH MOJIb30BaTENb
CUCTEMBI,
e HApPYLIUTEIIO U3BECTHA HH(POPMALIUS O IPUHLUIIAX PAOOTHI CHCTEMBI;
e HaApYyIIUTENb BeIOMpaeT Hanbosee caaboe 3BEHO B 3aIUTE.

Hauboinee pacipocTpaneHHBIM 1 MHOTOOOPa3HBIM BHIOM KOMIIBIOTEPHBIX HAPYILICHHUH
ABJIIETCS HECAHKIIMOHUPOBAHHBIN 10CTYyNl. HecaHKIIMOHNPOBAHHBIHN 1OCTYI UCHOJIb3YET JIHO0YIO
OLIMOKY B CUCTEME 3allMThl U BO3MOXEH IIPU HEPALIMOHAIILHOM BbIOOpE CPENICTB 3aILUThI, UX
HEKOPPEKTHOM YCTaHOBKE U HACTPOMKE.

[TpoBenem KinaccupUKaIMIO KaHAJIOB HECAHKIIMOHUPOBAHHOTO JOCTYIA, IO KOTOPHIM MOXKHO
OCYILECTBUTh XUIIEHUE, U3MEHEHUE WM YHUUYTOKEHUE UH(DOpMaIIK:
Yepes uenosexa:
e  XMHILEHHE HOocuTeNel nupopmanuy;
e YreHue MH(OpPMAINH C SKpaHa WK KJIAaBUATYPHI,
e YTeHue MH(OpPMAIMU U3 paCIeUaTKH.
Yepes npozpammy:
e IepexBar napoiei;
e nemudpoBKa 3ammdpoBaHHON HHPOPMAITUH;
e KONMPOBaHHE MH(POPMALUU C HOCUTEIIS.
Yepes annapamypy:
e MOJKJIIOYEHHUE CIEIHATBHO pa3pabOTaHHBIX alMapaTHBIX CPECTB,
o0ecreunBarouX JOCTYI K HH(OpMAaLINK;
e mepexBaT MOOOYHBIX MEKTPOMArHUTHBIX W3ITyYEHUH OT amnmaparypsl, JUHUHN CBS3H,
ceTey IEKTPONUTAHUS U T.1.

Oco0060 ciemxyeT OCTAHOBUTHCS Ha yrpo3axX, KOTOPHIM MOTYT MTOIBEPTaThCs KOMIBIOTEPHBIE CETH.
OcHOBHast 0COOEHHOCTD JTF000H KOMITBIOTEPHOM CETH COCTOUT B TOM, YTO €€ KOMIIOHEHTHI
pacmpezienieHsl B mpocTpaHcTBe. CBSA3b MEXKAY y3JIaMU CETH OCYIIECTBISIETCS (PU3UIECKH C
MTOMOIIBIO CETEBBIX JJUHUN U TPOTPAMMHO C IMOMOIIIBI0 MeXaHu3Ma coodienuid. [Ipu aTom
YIPaBISIONIUE COOOIICHUS U JaHHBIC, TIEPeChlIaeMbIe MEXIY y3JIaMU CETH, NePelaloTCs B BUE
nakeToB oOMeHa. KoMIbIOTEpHBIE CETH XapaKTePHBI TEM, UTO IIPOTHUB HUX MPEANPUHUMAIOT TaK
Ha3bIBaeMble yAalleHHbIE aTaku. Hapymurens MOXET HAXOAUTHCS 32 THICSYH KUJIOMETPOB OT
aTaKyeMoro 00beKTa, MU ATOM HaMaJCHUIO MOXKET IMOBEPTaThCsl HE TOJIBKO KOHKPETHBIN
KOMIIBIOTEP, HO U WH(OPMALIKs, IEpeaIoIIasiCsl 0 CETeBbIM KaHalaM CBS3U.

Obecneyenune nHPOPMALMOHHOM 0e30MACHOCTH

®opmupoBaHue pexuma HHPOPMAIIMOHHOM 0€30acHOCTH — IpobsieMa KoMIUIeKcHas. Mepbl 1o
€€ PELICHUIO MOXHO MTO/IPa3/IeNINTh Ha MSITh YPOBHEH:
1. 3akonooamenwvnwiii . IT0 3aKOHBI, HOPMAaTUBHBIE aKThl, CTAHJAPTHI U T.I1.

HopmaTtuBHo-nipaBoBas 0a3a onpeenstomnas mopsaI0K 3aiuTbl HHPOpMaIIH:
2. Mopansno-3muueckuil. BceBO3MOXHbBIE HOPMBI TOBEACHUS, HECOOIIOICHNE KOTOPBIX BEAET
K MaJICHUIO MPECTHKa KOHKPETHOTO YEJIOBEKA WIIM LIEI0M OpraHU3alyH.
3. Aomunucmpamuenutil. JleiictBus 001Iero xapakrepa, IpeAnpuHIMaeMble PYKOBOJICTBOM
opranuzanuy. TakuMH JOKYMEHTaMH MOTYT OBITh:
e IIpUKa3 pyKOBOJAUTEIS O Ha3HAUYE€HUM OTBETCTBEHHOTO 3a 0OecreueHune
UH(POPMALIMOHHON 0€30MaCHOCTH;



e JIOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOT'O 32 oOecrieueHue nH(HOpMaImoHHON
0€30MacHOCTH;

e MEPEYCHb 3aMIIAEMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e UHCTPYKIIHIO, ONIPEEIIAIONIYI0 NOPSIA0K IPEAOCTaBIeHHs HH(OPMALIMU CTOPOHHUM
OpraHu3aIUAM I10 UX 3aIpocaMm, a TaKKe 0 IMpaBaM JI0CTYIa K HEMl COTPYTHUKOB
OpraHu3aluHm.

4. @usuueckuii. MexaHNueCcKue, JIEKTPO- U JIEKTPOHHO-MEXAHUYECKHE MPEMSATCTBUS HA
BO3MOYHBIX ITyTSAX NPOHUKHOBEHUS IIOTEHIIMATIbHBIX HAPYLIUTEIEH.

5. Annapamno-npozpammmuaiii (31EKTPOHHBIE YCTPOICTBA U CIIELUANIbHBIE IPOTPaMMBbl
3aIUTHl HTHGOPMAITUH).

[TpunsTHIE MEPBI 110 CO3/IaHUI0 OE30MacHO HHPOPMALIMOHHOM CUCTEMBI B HIKOJIE:
e (OO0ecniedeHa 3amMTa KOMIBIOTEPOB OT BHEITHUX HECAHKIIMOHUPOBAHHBIX
BO3/ICICTBUI (KOMITBIOTEPHBIEC BUPYCHI, JIOTHUECKHEe OOMOBI, aTaKu XaKepoB U T. 1.)
e YCTaHOBJICH CTPOTUM KOHTPOJIb 32 DJIEKTPOHHOM MOYTOM, 00ECIICYEeH MOCTOSHHBII
KOHTPOJIb 32 BXO/SIIEH U UCXOAIIEH KOPPECTIOHACHIIUEH.
e YCTaHOBJIEHBI COOTBETCTBYIOLIME NApOIM Ha nepcoHanbHble [IK.
e Hcnonb3oBaHbl KOHTEHT-OUIBTPBI, IS GUIBTPALUU CANTOB MO UX COACPKUMOMY.

Ennnas COBOKYIHOCTh BCEX 3THUX MEP, HAIIPABIEHHBIX HA IPOTUBOJICUCTBHUE YIPO3aM
0€30MacHOCTH C IeNIbI0 CBEICHUSI K MUHUMYMY BO3MOKHOCTH yIliepOa, 00pa3yroT CUCTEMY
3aIIATEL.

CrienuaarcThl, IMEIOIINE OTHOIICHNE K CUCTEME 3aIIUTHI JOJKHBI TIOJTHOCTHIO MPEICTABIISAThH
ceOe MPUHIKIIBI e¢ PYHKIIMOHUPOBAHUS U B CIIy4ae BOSHUKHOBCHHUS 3aTPYIHUTEILHBIX
CUTYyaIluii aJICKBATHO HA HUX pearupoBath. [1o/1 3aMTOM T0DKHA HAXOAUTHCS BCS CHCTEMA
00paboTku nHopmMaIuu.

Hnua, 3aHUMArOIHCCs obecneueHreM I/IH(I)OpMaI_[I/IOHHOI\/'I 6630H8.CHOCTI/I, JOJIDKHBI HCCTH
JIMYHYIO OTBCTCTBCHHOCTD.

Hanexxnas cuctema 3amiuThl JOMKHA OBITh MMOJIHOCTHIO MPOTECTUPOBAHA U COTJIACOBAHA.
3amura craHoBUTCs Oosiee YPpPEeKTUBHOM U THOKOH, €ClIi OHA JOMYCKAaeT U3MEHEHHUE CBOUX
MapaMeTpoB CO CTOPOHBI AIMUHUCTPATOPA.

B 3axnrodeHune cBoero Jokiaia XO0TeNoCch Obl 1aTh HEKOTOPBIE PEeKOMEHIAINH 110 OPTaHU3alluN
paboTsl B MH(GOPMALIMOHHOM MPOCTPAHCTBE, UTOOBI yoepeub ce0si M CBOUX OJM3KHUX OT
WHTEPHET-TIPECTYITHUKOB.

Pexomenaanuu no opraHu3anuu padorbl B HHPOPMAIIMOHHOM ITPOCTPAHCTBE

1. Ilepen Hauanom paboThl HEOOXOIUMO YETKO c(HhOPMYIUPOBATH 1I€JIb U BOIIPOC MOMCKA
uH(pOpMaLIUH.

2. XKenarenbHo BbIPa0OTAaTh ONTUMAJIBHBINA aIrOPUTM NoKcKa HHopManuu B cetu HTepHeT,
YTO 3HAYUTEIIBHO COKPATUT BPEMS U CHIIBI, 3aTPAYCHHBIC HA ITOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIHN JIUMUT (2-3 yaca) paboTsl B ”HGOPMAITMOHHOM
IPOCTpaHCTBE (MIPOCMOTP TeNenepeaauu, yrenue, HTepHer).

4. Bo Bpems paboThl HEOOXOIUMO JeaTh nepepbiB Ha 5-10 MUHYT 111 CHATUSA (PU3UYECKOTO
HaNpsOKEHUs ¥ 3pUTEeNbHON Harpy3KU.

5. Heo6xoaumo 3HaTh 3-4 ynpaXHEHUs 7Sl CHATHUS 3PUTEIILHOTO HAPSKEHUS U (pU3nyecKont
YCTaJIOCTH.

6. PaGoTaTh B XOPOIIIO IPOBETPEHHOM IIOMEIICHUH, TTPH ONTHMAJILHOM OCBEIICHUH U B
y100HOi# To3e.



7. He cTOUT JIErKOMBICIIEHHO 00palaThCsl CO CaM-MUCbMaMU U 3aX0JUTh Ha HeOe30MacHbIe
BeO-caiiThl. /|15t HHTEPHET-TIPECTYITHIUKOB BBl CTAHOBUTECH JIETKOU TOOBIYCH.

8. IIpu peructpanuy B COLUAIBHBIX CETAX, HE YKa3bIBAlTE CBOU I1€PCOHAIIbHBIE 1aHHBIE,
HaIpUMep: aJipeC Ui I€Hb POXKACHHUS.

9. He ucnonb3yiiTe B JIOTMHE UM N1apOJIE IIEPCOHAJIBHBIE TAHHBIE.

10. Bce 9T0 03BOISET HHTEPHET-NIPECTYITHUKAM IIOJYyYUTh JaHHBIE JOCTYIA K AKKayHTaM
AIIEKTPOHHOM MOYTHI, a Takxke nHpumpoBats qomammnue [1K mis Bkimodenus ux B 60T-ceTh
WIN JJIS IOXUIIEHNs1 OAHKOBCKUX JJAHHBIX POAUTENEH.

11. Co3naiite cOOCTBEHHBIN MPO(UIL Ha KOMITBIOTEPE, YTOOBI 00€3011acUTh HHPOPMAILIHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0bIBaiiTe, 4TO (haKThl, 0 KOTOPBIX BBl y3HaeTe B VIHTEpHETE, HY)KHO OYEHB XOPOIIIO
IIPOBEPUTH, ECIIH BHIOYETE UCII0JIb30BAaTh UX B CBOEH JoMaliHel padote. LlenecooOpasHo
CPaBHHUTH TPH UCTOUHHKA UH(DOpPMALINH, TPEKIEC YEM PEIIUTh, KAKUM UCTOYHHKAM MOXHO
JOBEPSATH.

13. O nocroBepHOCTH MHPOPMAITH, TOMEUICHHOW HA CaliTe MOKHO CYIUTh [0 CAMOMY CaHTy,
y3HaB 00 aBTOpax caira.

14. Pazmerias nuaopmanmro o cedbe, CBOMX OJM3KMX U 3HAKOMBIX Ha CTPAHMIIAX COIUATBHBIX
CeTel, CIIPOCUTE MPEIBAPUTEIIBHO pa3pelieHue Y TeX, 0 KOM OyeT 3Ta HHpopmMaIus.

15. He cinenyert pa3MeniaTh Ha CTpaHulax BeO-caiiToB cBou dotorpaduu u ¢pororpaduu CBOUX
OJIM3KHUX U 3HAKOMBIX, 32 KOTOPHIC BaM IIOTOM MOXET OBITh CTBITHO.

16. Cobmnronaiite mpaBuiia 3TUKHU Mpu oOieHny B UHTepHeTe: rpyOb0CTh MPOBOLMPYET APYTUX
Ha TaKOE e MOBEJCHHE.

17. icionb3yst B cBOEl paboTe MaTepual, B3AThIA U3 HH(POPMALIMOHHOTO HCTOYHUKA (KHUTa,
nepuoanyeckas rnevyarb, IHTEpHET), ciaenyeT yka3aTrh 3TOT HCTOYHUK MH(GOpMaIUU WK
c/lenaTh Ha HEro CChUIKY, €CIIM MaTepHal OblT BaMH repepadoTaH.



